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Abstract

The growing sophistication of cyberattacks has exposed the limitations of
conventional detection models that rely heavily on large volumes of labeled data.
In practice, cybersecurity datasets are often sparse, incompletely annotated, and
imbalanced, which reduces the effectiveness of fully supervised approaches. To
address this challenge, this ‘research introduces a semi-supervised learning
framework for intelligent threat detection in environments with limited labeling.
By combining labeled and unlabeled samples, the framework is able to extract
latent structures within network traffic, improving classification even under
constrained annotation conditions. The design employs a hybrid feature
representation that integrates statistical attributes with deep feature embeddings
to capture both surfacelevel and hidden attack patterns. A pseudo-labeling
strategy and consistency-regularization mechanism are incorporated to guide
learning from unlabeled data while minimizing the propagation of incorrect
labels. Benchmark cybersecurity datasets with sparse labeling were used to
validate the model, simulating realaworld operational environments. The proposed
framework demonstrated strong performance across multiple evaluation metrics.
Compared with supervised baselines, the semi-supervised model improved
detection accuracy by over 12%, achieved higher recall in identifying minority
attack classes, and reduced false alarms by approximately 30%. Training also
converged more efficiently, requiring fewer iterations while maintaining stability
under imbalanced conditions. Notably, the system exhibited resilience against
novel and lowfrequency attack wariants, outperforming both traditional
supervised classifiers and unsupervised anomaly detection techniques. This work
establishes semi-supervised learning as an effective pathway for advancing next-
generation cybersecurity defenses. By leveraging the wealth of unlabeled data
commonly available in practice, the framework provides a scalable, privacy-
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conscious, and resilient solution for intelligent threat detection in sparse and low-
labeled cybersecurity datasets.

INTRODUCTION

The rapid escalation of cyber threats ranging from
large-scale distributed denial-of-service (DDoS)
campaigns to stealthy advanced persistent threats
(APTs) has placed significant strain on modern
security infrastructures. Attackers continuously
evolve their tactics, exploiting vulnerabilities in
both technical systems and human defenses [1].
This dynamic environment necessitates detection
mechanisms that are not only adaptive but also
capable of maintaining high accuracy under
diverse and evolving conditions. Traditional
supervised learning techniques have been widely
explored for threat detection due to their ability to
learn from labeled examples and provide strong
predictive performance when sufficient training
data is available[2]. However, in real-world
cybersecurity settings, generating labeled datasets
is an expensive and time-intensive task.
Annotation often requires expert domain
knowledge, while the emergence of novel and
previously unseen threats further complicates the
labeling process. Consequently, supervised models
frequently exhibit limited generalization when
faced with sparse, imbalanced, or partially
annotated datasets [3].

Unsupervised anomaly detection models, in
contrast, attempt to identify irregular behaviors

without relying on labels. While effective at
uncovering unfamiliar attack patterns, these
models often suffer from high false positive rates,
as they struggle to distinguish malicious anomalies
from benign but uncommon behaviors. This lack
of precision reduces their practical usability in
operational networks. The limitations of both
supervised and  unsupervised  approaches
underscore the need for techniques that can
harness the vast amounts of unlabeled traffic data
while making efficient use of the small labeled
subsets available. Semi-supervised learning (SSL)
provides a promising solution to this challenge by
integrating labeled and unlabeled data during
model training. SSL frameworks can uncover
latent structures within traffic flows, allowing
models to learn discriminative features even when
labels are scarce. In the context of cybersecurity,
this translates into more reliable detection of both
frequent and rare attack types, while reducing
dependency on costly manual annotation [4].
Additionally, incorporating strategies such as
pseudo-labeling and consistency regularization
allows SSL models to mitigate the risk of error
propagation from mislabeled samples, thereby
enhancing robustness and stability.
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In this work, we introduce a semi-supervised
learning framework tailored for intelligent threat
detection in sparse and low-labeled cybersecurity
datasets. The proposed design employs a hybrid
feature representation that combines statistical
flow-level attributes with deep embeddings
generated by neural encoders [5]. This integration
ensures that both explicit protocol characteristics
and implicit behavioral signatures are captured,
improving the system’s ability to detect subtle or
previously unseen attack variants.

The main contributions of this research are
summarized as follows:

Hybrid Feature Extraction:

A duallevel feature representation strategy is
designed by combining statistical descriptors of
traffic flows with deep feature embeddings,
ensuring comprehensive coverage of network
behaviors.

Semi-Supervised Detection Model:

A learning framework is developed that leverages
pseudo-labeling to utilize unlabeled samples and
applies consistency regularization to prevent the
amplification of labeling errors.

Evaluation on Sparse Datasets:

Experimental validation is conducted on
benchmark cybersecurity datasets under low-label
conditions. Results show that the proposed model
improves detection accuracy by over 12%
compared to supervised baselines and reduces
false alarm rates by nearly 30%.

mproved Detection of Minority and Novel
Attacks:

The framework demonstrates enhanced resilience
in identifying minority classes and low-frequency
attack variants, outperforming conventional
supervised classifiers and unsupervised anomaly
detection models.

By addressing the inherent limitations of existing
approaches, this study positions semi-supervised
learning as a viable pathway toward next
generation cybersecurity defenses. The framework
demonstrates how large volumes of unlabeled
data, when combined effectively with limited

labels, can enable scalable, adaptive and resilient
threat detection systems [6-7].

2.Related Work

The Proposed a federated learning-based
framework for cyber threat intelligence sharing,
focusing on collaborative intrusion detection
across multiple organizations. The study
demonstrated that decentralized model training
preserves data privacy while improving detection
accuracy in heterogeneous network environments.
Their results highlighted the potential of federated
architectures to enhance threat intelligence
sharing without compromising sensitive data [8].
The authors provided a comprehensive overview
of machine learning applications in cybersecurity,
emphasizing intelligent data analysis and
automation. The work discussed current trends in
anomaly detection, malware analysis and intrusion
detection systems while projecting future
directions for automated threat mitigation. It
highlighted the role of advanced ML algorithms in
improving predictive capabilities and operational
efficiency in cybersecurity [9].

In this article the authors reviewed the application
of machine learning techniques for threat
detection and defense mechanisms. The article
examined supervised, unsupervised, and hybrid
models for identifying network intrusions,
malware, and phishing attacks. The authors
emphasized the importance of integrating adaptive
learning models capable of handling evolving
threats, as well as the challenges related to dataset
imbalance and feature engineering [10]. In this
research article they conducted a systematic review
of data-centric approaches in Al and ML. The
study focused on methodologies that emphasize
the quality and structure of input data to improve
model performance. It highlighted that robust
data preprocessing, feature selection, and
augmentation  significantly enhance model
accuracy and generalization, which is particularly
relevant for cybersecurity applications dealing with
diverse and noisy datasets [11]. They analyzed the
impact of advanced analytics on fraud detection
using machine learning techniques. The study
demonstrated that predictive analytics, ensemble
models, and anomaly detection frameworks can
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effectively identify fraudulent behavior in financial
and network contexts. It also emphasized the
importance of interpretability for actionable
insights in operational environments [12]. The
authors [13] explored the scope of artificial
intelligence in emergency rescue services. While
not directly related to cybersecurity, the study
highlighted Al’s potential for rapid decision-
making, real-time anomaly detection, and resource
optimization, which can be conceptually applied
to network security systems requiring timely threat
response.

In this research article [14] authors proposed a
hybrid deep learning-based semi-supervised
framework for medical imaging, integrating
labeled and unlabeled data to enhance predictive
accuracy. Although the domain is healthcare, the
methodology demonstrates the effectiveness of
semi-supervised learning, which can be transferred
to intrusion detection systems where labeled data
are scarce. [15] presented a cloud-based intrusion
detection system using machine learning
techniques. The approach leveraged scalable
architectures for processing large volumes of
network traffic, emphasizing model efficiency and
real-time threat detection. Their findings
underscored the importance of combining
computational scalability with accurate detection
models in modern cybersecurity infrastructures.
[16] discussed the integration of Al and ML for
next-generation threat detection. The study
highlighted the transformative potential of
intelligent  algorithms in proactive threat
mitigation, anomaly detection, and automated
response. Emphasis was placed on the adoption of
deep learning, reinforcement learning, and
predictive analytics to enhance cybersecurity

posture. In this article the authors focused on
leveraging semi-supervised learning to reduce
labeled data requirements in intrusion detection.
The study demonstrated that combining labeled
and unlabeled data enables high detection
accuracy while mitigating the cost and effort
associated with dataset annotation. Their results
emphasized the practical applicability of semi-
supervised approaches for realworld network
security challenges, particularly in detecting rare or
evolving attack types [17].

3.Proposed Methodology
3.1System Overview
The proposed framework addresses the challenge
of detecting cyber threats in environments where
labeled data is scarce and the majority of traffic
remains unlabeled. It is designed as a four-stage
pipeline that progressively transforms raw network
traffic into meaningful threat classifications:

e Feature Extraction: Raw traffic flows are pre-
processed to extract relevant attributes.

e Hybrid Feature Representation: Statistical
descriptors and deep embeddings are
combined to form a comprehensive
representation of traffic behavior.

e Semi-Supervised Learning: A dual strategy of
pseudo-labeling and consistency regularization
enables the system to leverage unlabeled
samples while avoiding error amplification.

o Threat Classification: Flows are categorized
into benign traffic or distinct attack families.

This modular design ensures adaptability,

robustness and  scalability for real-world

deployment in dynamic cybersecurity
environments.
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3.2Hybrid Feature Representation

Feature representation is central to the framework,
as it determines how effectively the model captures
the distinguishing characteristics of malicious and
benign traffic[18]. To achieve this, the framework
integrates two complementary feature domains:

Statistical Descriptors:

Derived from network flow attributes such as
packet size distributions, session durations, byte
counts, and inter-arrival times. These features
provide interpretable indicators of abnormal
activity and are computationally efficient.

Deep Embeddings:

A CNN-LSTM backbone processes traffic
sequences to learn high-dimensional embeddings.
This  representation  captures  temporal
dependencies, protocol transitions, and subtle
traffic irregularities that may be overlooked by
statistical measures.

By fusing statistical and deep embeddings, the
model achieves a dual advantage: interpretability
through explicit features and robustness through
hidden feature learning.

3.3.Semi-Supervised Learning Strategy

The learning strategy is built to maximize the
utility of limited labeled samples while exploiting
the abundance of unlabeled traffic [19-22]. It
employs two complementary mechanisms:
Pseudo-Labeling: Predictions unlabeled
samples with high confidence are treated as
provisional labels. These pseudo-labeled samples
are iteratively refined and integrated into training,
enlarging the effective dataset and improving
generalization.

on

Consistency Regularization:

To prevent error propagation from pseudo-labels,
the model is trained to produce stable predictions
under input perturbations (e.g., noise injection,
random masking, or augmentation). This enforces
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smoother decision boundaries and mitigates
overfitting.
The overall training objective is a joint loss
function:

L = Lsup(Dl) + ALunsup(Du)
where Lsup (D) is the supervised loss on labeled
data, L unsup(Du) enforces consistency on
unlabeled data and A is a balancing coefficient.

3.4. Threat Detection

The final stage performs classification of traffic
flows into multiple categories, including:

e Benign Traffic

e Denial-of-Service (DoS)

e Probe Attacks

e User-to-Root (U2R)

e Remote-to-Local (R2L)

The framework is designed to pay particular
attention to minority attack types (e.g., U2R and
R2L), which are often underrepresented in
training datasets but highly critical for security. By
leveraging hybrid feature representation and SSL
strategies, the system achieves higher recall for
such rare classes while reducing false alarms [23-

26].

4.Experimental Details

4.1Dataset Details

Two benchmark datasets were used to evaluate the
framework.

NSL-KDD:

A cleaned and improved version of KDD’99,
addressing redundancy and imbalance issues while
retaining classical attack categories such as DoS,
Probe, U2R, and R2L. This dataset remains widely
adopted in intrusion detection studies due to its
standardized structure and compatibility with
comparative evaluation [27].

CICIDS2017:

A more modern and diverse dataset that captures
realistic enterprise network traffic. It includes
brute force, botnet activity, infiltration, and
distributed denial-of-service attacks embedded in
normal traffic flows, thereby reflecting current-day
cybersecurity challenges. To mirror real-world
operational scenarios, only 10-20% of the data

was labeled while the remaining portion was
treated as unlabeled creating conditions where
supervised methods typically underperform [28].

4.2Baselines and Comparison
The proposed framework was benchmarked
against widely used detection approaches:

¢ Supervised Models:

e Random Forest, Support Vector Machine,
and a fully supervised CNN trained only on
labeled data. These served as strong label-
dependent benchmarks.

e  Unsupervised Models:

e Autoencoder and Isolation Forest, both of
which operate without labels and are
commonly adopted for anomaly-based
intrusion detection.

This comparative design allowed evaluation of

how semi-supervised learning balances between

label-dependent accuracy and unsupervised

adaptability [29].

4.3Evaluation Metrics
Performance was assessed using multiple
complementary indicators:

Accuracy:
e Opverall classification correctness.

Precision, Recall, and Fl-score:
e To quantify reliability of predictions,
sensitivity to true attacks, and overall balance.

¢ Detection Rate (DR) and False Alarm Rate
(FAR):

e Critical in security environments,

emphasizing attack coverage while minimizing

false positives.

ROC-AUC:
e To evaluate trade-offs between detection and
false alarms at different thresholds.

Convergence Speed:
e  Measured in epochs, reflecting training
efficiency and stability.
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4.3 Implementation Details of Proposed Framework

Parameter Configuration

Framework TensorFlow (GPU-enabled)

Optimizer Adam

Learning Rate 0.001

Training Epochs Maximum 100 (with early stopping)
Batch Size 128

Regularization Batch Normalization, Dropout
Hardware GPU-enabled server with 16 GB memory

Training Strategy

Semi-supervised (Pseudo-labeling + Consistency Regularization)

Loss Function

Combined supervised + unsupervised consistency loss

5.Results and Analysis

Table 5.1 Depicts the results of proposed frameworks
Accuracy( False  Alarm R2L Recall U2R Recall Epochs to

Model/ Component

Supervised =~ CNN-
LSTM

Unsupervised
Autoencoder

Proposed SSL

Framework

SSL without Hybrid

Features

SSL without
Consistency Reg.

SSL with Statistical
Only

Table 5.1

%)

82.1

78.4

94.5

87.5

93.8

85.0

Rate (%) (%) (%) Converge
18.5 54.2 49.3 50
32.1 51.0 46.7 60
12.8 72.3 69.5 35
13.2 66.1 61.0 36
27.2 70.0 67.2 35
14.5 60.5 57.0 34
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5.1 Quantitative Results

The proposed semi-supervised learning (SSL)
framework was evaluated against supervised and
unsupervised baseline models using the NSL-KDD
and CICIDS2017 datasets. The quantitative
performance  metrics  reveal  substantial
improvements in detection capability, false alarm
reduction, and minority attack recognition.

Detection Accuracy:

The SSL framework achieved an overall accuracy
of 94.5%, which is an improvement of more than
12% over conventional supervised CNN-LSTM
models. This indicates that incorporating
unlabeled data into the learning process
significantly enhances the model’s ability to
generalize from limited labeled samples. The
model effectively leverages the latent structures
within the unlabeled data to improve the
representation of both normal and anomalous
traffic patterns.

Detection Accuracy Comparison

100

Accuracy (%)
(o]
(9]

751

70

Supervised

Unsupervised

Proposed SSL

Figure 5.2

False Alarm Rate:

The false alarm rate dropped to 12.8%,
approximately 30% lower than supervised
baselines. Lower false alarms are critical in real-
world deployment, as high false positive rates can

overwhelm security analysts and hinder
operational efficiency. This reduction is attributed
to the consistency regularization and hybrid
feature extraction, which stabilize predictions and
better differentiate between true anomalies and
benign variations.
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Minority Attack Detection:

The recall for rare attack classes, specifically R2L
and U2R, improved to 72.3% and 69.5%
respectively. These gains demonstrate the
framework’s capacity to detect low-frequency
attacks, which are often underrepresented in

851

80

Recall (%)

network datasets. By using hybrid embeddings
combining CNN-LSTM temporal features with
statistical descriptors, the model captures subtle
patterns that are critical for identifying these
attacks.

Minority Attack Detection

mmm Supervised
s Unsupervised
mmm Proposed SSL

Figure 5.4
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Training Convergence:

The SSL model converged in 35 epochs, fewer
than both supervised (50 epochs) and
unsupervised (60 epochs) baselines. Faster
convergence indicates efficient learning, likely due
to the regularization of mechanisms and semi-
supervised optimization strategy that reduce
overfitting and improve generalization, especially
on imbalanced datasets.

The quantitative results illustrate that semi-
supervised learning provides a balanced solution—
leveraging both labeled and unlabeled data to
achieve high accuracy without inflating false
alarms. The ability to detect minority attacks
further demonstrates the framework’s robustness
and practical relevance for real-world network
security.

Analysis:
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5.2. Comparative Analysis Unsupervised Models:

A comparative evaluation of the proposed SSL
framework against baseline models highlights the
following:

Supervised Models:

While fully supervised CNN-LSTM models
perform reasonably well with abundant labels,
their accuracy and recall drop significantly in
sparse-label scenarios. This limitation underscores
the dependency of traditional supervised
approaches on large annotated datasets, which are
expensive and time-consuming to obtain.

anomaly detectors

successfully identify anomalous patterns without
labels, but the high false alarm rate (32.1%) makes
them less practical for operational use. These
models struggle to distinguish between benign
network fluctuations and genuine attacks,
particularly for R2L and U2R classes.

Autoencoder-based

Proposed SSL Framework:

By integrating unlabeled data through semi-
supervised learning, the proposed framework
achieves high detection accuracy, low false alarms,

https://policyrj.com

| Azim et al, 2025 |

Page 157


https://portal.issn.org/resource/ISSN/3006-7030
https://portal.issn.org/resource/ISSN/3006-7022

Policy Research Journal
ISSN (E): 3006-7030 ISSN (P) : 3006-7022

Volume 3, Issue 10, 2025

and strong minority attack recall simultaneously.
The hybrid feature extraction and temporal
embeddings allow the model to capture complex
attack patterns that unsupervised methods miss,
while consistency regularization mitigates false
positives.

Analysis:

The comparative study confirms that the SSL
framework balances the trade-offs inherent in
supervised and unsupervised models. Unlike
purely supervised or unsupervised models, it is
resilient to label scarcity and can generalize to
diverse attack scenarios without overfitting.

5.3. Ablation Study

To quantify the contribution of individual
components, we performed a systematic ablation
study:

Hybrid Features:

Removing the hybrid features reduced detection
accuracy by 7%, highlighting the importance of
combining statistical descriptors with deep
temporal embeddings. This hybrid approach
ensures that both local patterns (captured by
statistical features) and sequential correlations

(captured by CNN-LSTM) are effectively utilized.

Consistency Regularization:

Excluding consistency regularization increased
false alarms by 15%, demonstrating that enforcing
stable predictions across perturbations of
unlabeled data is crucial for distinguishing
anomalies from benign variations.

Feature Embeddings:

Using only statistical features or only deep
embeddings led to performance degradation.
Statistical-only features failed to capture temporal
correlations critical for sequence-dependent
attacks, while deep-only features reduced
interpretability and overlooked key network
statistics.

The combination of hybrid features, temporal
embeddings, and regularization is essential for
achieving both accuracy and robustness.

5.4. Robustness Against Novel Attacks

To evaluate generalization, the SSL framework was
tested on previously unseen attack types. The
model maintained high detection rates across
these novel attacks, demonstrating resilience
beyond the training distribution.

Analysis:

This robustness arises from the ability of semi-
supervised learning to exploit latent structures in
unlabeled data. By learning underlying patterns of
network behavior, the model can detect deviations
even when exact attack signatures were not seen
during training. Such adaptability is critical for
operational deployment, where attack types evolve
continuously.

6.Conclusion and Future Work

This study proposed a novel semi-supervised
learning (SSL) framework for network intrusion
detection, designed to leverage both labeled and
unlabeled data to overcome the limitations of
traditional supervised and unsupervised methods.
Through extensive experimentation on NSL-KDD
and CICIDS2017 datasets, the framework
demonstrated substantial improvements across
multiple performance metrics. It achieved an
overall detection accuracy of 94.5%, significantly
higher than supervised baselines, while reducing
false alarm rates to 12.8%, thereby addressing a
critical challenge in practical intrusion detection
systems. The framework also exhibited strong
recall for low-frequency attack classes such as R2L
and U2R, highlighting its capability to identify
rare but high-impact threats. Faster convergence
during training further indicates efficient learning,
even with imbalanced datasets, while robustness
tests against previously unseen attacks confirmed
its ability to generalize beyond the training
distribution.

The superior performance of the SSL framework

Analysis: can be attributed to the integration of hybrid
The ablation study confirms that each module feature embeddings, combining CNN-LSTM
contributes meaningfully to overall performance. temporal  representations  with  statistical
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descriptors, along with consistency regularization
that stabilizes predictions on unlabeled data. The
ablation study confirmed that each component
contributes meaningfully to accuracy, false alarm
reduction, and minority attack detection,
emphasizing the importance of a holistic feature
and model design. Overall, the framework
provides a practical and effective solution for real-
world network security environments, particularly
in scenarios where labeled data are limited and
attack patterns continue to evolve.

Future work will focus on extending the
framework’s capabilities to real-time deployment,
enabling continuous monitoring and immediate
response to emerging threats. Adaptive learning
strategies can be incorporated to allow the model
to update dynamically with newly collected
unlabeled data, enhancing its resilience against
novel attacks. Improving interpretability and
explainability of the framework will be a key
direction, allowing security analysts to understand
the rationale behind detections and facilitating
human-in-the-loop decision-making. Additionally,
exploring hybrid architectures that integrate
graph-based models or reinforcement learning
could further enhance the detection of complex,
multi-step attacks and lateral movements within
hybrid cloud environments. These enhancements
aim to ensure that the framework remains not only
accurate and robust but also practical and

actionable in dynamic, large-scale network
scenarios.
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