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Abstract

The exponential growth of latency-sensitive Internet of Things (IoT) applications
such as autonomous wvehicles, remote surgery, industrial automation, and real-time
healthcare monitoring has exposed the limitations of centralized cloud computing,
where geographic distance induces unacceptable transmission delays. This review
presents a latency-aware task offloading and resource allocation framework for fog-
edge-cloud collaborative computing, designed to minimize end-to-end latency while
optimizing resource utilization in heterogeneous, multi-tier architectures. The
proposed framework integrates dynamic offloading decisions based on task
urgency, device mobility,-network-conditions, and computational load, employing
predictive models (LSTM, . spatio-temporal graph mneural networks), deep
reinforcement learning (DRL), and heuristic algorithms to orchestrate task
partitioning, migration, and proactive container relocation. Key
mechanisms include mobilityaware service migration using Chebyshev graph
convolutional networks, priority-based queuing at edge nodes, and adaptive
resource provisioning that balances energy, bandwidth, and latency constraints.
Simulation and realworld evaluations demonstrate 30-65% reductions in

service

average latency, 20-45% improvements in task success rates under high mobility,
and enhanced system throughput compared to baseline cloud-only or static
offloading schemes. The framework addresses critical challenges such as
intermittent connectivity, resource heterogeneity, and security in fogedge
environments, offering a scalable, proactive approach to support ultra-reliable low-

communication (URLLC) in 5G/6G-enabled IoT

ecosystems.

latency requirements

generate vast volumes of data that require near-

The exponential proliferation of the Internet of
Things (IoT) has fundamentally shifted the
paradigms of data processing and network
orchestration (Dang et al., 2020). In the current
digital era, billions of connected devices spanning
consumer, industrial, and infrastructure domains

instantaneous processing to maintain operational
viability (Litslink, 2026). While traditional cloud
computing once offered a centralized solution for
massive data storage and computational intensity,
its inherent architectural limitations most notably
high network transmission delays caused by
geographic render it increasingly
unsuitable for the sub-millisecond requirements

distance
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of modern real-time applications (SaM Solutions,
2025). Consequently, a transformative movement
toward an integrated fog-edge-cloud collaborative
computing architecture has emerged, aiming to
situating computational resources in proximity to
data sources while leveraging the centralized
power of the cloud for non-critical, large-scale
analytics (Fiveable, 2025).

2. Architectural Evolution and the Multi-Tier
Continuum

The shift from centralized to distributed
computing is driven by the specific demands of
"critical [oT" applications, such as autonomous
vehicles, remote surgery, and industrial
automation, where even millisecond delays can

Cloud computing Layer

Permanent storage
Long-term analysis

Fog computing Layer

lead to catastrophic failure or significant
efficiency losses (Nabto, 2025). This has
necessitated the creation of a seamless "compute
continuum" that integrates three distinct yet
complementary layers: the edge, the fog, and the
cloud (Liu et al., 2025). Figure 1 illustrates the
multi-tier fog-edge-cloud collaborative
computing architecture that enables latency-
sensitive IoT applications to distribute processing
across heterogeneous layers. The hierarchical
structure allows computational workloads to be
dynamically offloaded from resource-constrained
devices to nearby edge and fog nodes before
reaching the centralized cloud.
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Figure 1: Multi-tier fog-edge-cloud collaborative computing architecture for real-time IoT applications.

2.1. The Edge Layer and Terminal Proximity
At the base of this hierarchy is the edge layer,
where processing occurs directly on or near the
terminal devices (TDs), such as
programmable automation controllers (PACs),

SENSOTrS,

and smartphones (Vora et al, 2023). Edge
computing focuses on localized, realtime
operations, offering the lowest possible latency by
processing data at the point of origination
(Almulifi & Kurdi, 2026). This decentralization
not only facilitates immediate response times but
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also enhances data privacy and security by
reducing the quantity of sensitive information
transmitted across the network (Zhang et al.,
2024). However, the primary limitation of the
edge remains the constrained computational and
energy resources of terminal devices, which are
often battery-powered and incapable of handling
heavy-duty Al inference or large-scale data fusion

(Bhardwaj et al., 2024).

2.2. The Fog Layer as a Regional Orchestrator

The fog layer serves as a distributed intermediary
between the edge and the cloud. Extending cloud
capabilities to the network periphery, fog
computing utilizes nodes such as gateways,
routers, and local micro-data centers to aggregate
and process data from multiple edge devices
(ISACA, 2024). The fog paradigm is defined by
its broader networklevel processing scope,
supporting mobility and offering a dense
geographical deployment of servers (Naltakyan,
2025). This layer is particularly effective for

regional coordination tasks, such as smart traffic
management or grid optimization, where low
latency is required across a cluster of localized
devices (Scale Computing, 2024).

2.3. The Centralized
Intelligence

The cloud remains the apex of the hierarchy,
providing virtually unlimited storage and
computational power for tasks that are latency-
tolerant (Shao & Zhang, 2025). In a collaborative
framework, the cloud is reserved for complex
model training, long-term historical analytics, and
global optimization strategies that inform the
behavior of the lower tiers (Liu et al., 2025). The
synergy among these layers is essential, as the fog
and edge cannot replace the cloud but rather
coexist within a cohesive strategy to balance
performance, cost, and energy efficiency (Pati et

al., 2026).

Cloud Layer for

Table 1. Comparison of Computing Paradigms in the loT Continuum

Feature Edge Computing Fog Computing Cloud Computing

Primary On or near the device Local area  network | Remote data centers

Location (LAN)

Typical Latency | <1 ms to 10 ms 10 ms to 50 ms > 100 ms

Node Resources | Very low (CPU/Battery) | Moderate Very high

Deployment Decentralized Distributed Centralized

Typical Use Case | Real-time sensor | Regional data | Big  data/Global ~ model
response aggregation training

3. Task Offloading Paradigms and Decision
Modeling

The core challenge of the fog-edgecloud
continuum is task offloading: the strategic
decision of where to execute a given workload to
optimize system-wide performance. Offloading
strategies are generally categorized by their
granularity and the direction of data flow (Tian et

al., 2025).

3.1. Binary vs. Partial Offloading

Binary offloading treats a computational task as
an atomic unit that must be processed either
locally on the terminal device or entirely on a
more powerful server (Al-Quraan et al., 2023).

This approach is straightforward but lacks the
flexibility needed for complex, multi-stage
applications.  Partial offloading, conversely,
involves partitioning a task into sub-tasks, some
of which are executed locally while others are
migrated to fog or cloud nodes (Liu et al., 2024).
This method leverages parallel processing to
reduce overall execution time and energy
consumption, though it introduces significant
complexity in managing sub-task dependencies
and inter-node communication overhead (Shafiq

et al., 2023).
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3.2. Vertical and Horizontal Offloading
Dynamics

Collaborative frameworks employ both vertical
and horizontal offloading paths. Vertical
offloading follows the hierarchical structure from
terminal to edge, then to fog, and finally to the
cloud (Abbasi et al., 2024). Horizontal offloading,
often referred to as peer-to-peer (P2P) or mesh
collaboration, occurs between nodes at the same
tier, such as one fog node sharing its workload
with a neighboring underutilized fog node
(Hosseini & Taheri, 2023). This lateral
cooperation is critical for load balancing in
dynamic environments like vehicular networks,
where certain regions may experience temporary
traffic surges that overwhelm individual roadside

units (Mubeen et al., 2024).

3.3. Mathematical Foundations of Latency and
Energy Costs

To determine the optimal offloading strategy,
frameworks use rigorous mathematical models to
quantify the cost of execution. For a specific task
T;, characterized by its workload Wy and data size
Dr,, the local execution latency Ly,is calculated
as the workload divided by the device's CPU
frequency fy, plus any queuing delay Qr,(Jiang et
al., 2024):

Wr,
L, (d,Ty) = 7, + Qr,

The energy consumption E) for local processing
is modeled as a function of the workload and the
energy efficiency of the device hardware n4(Tan

et al., 2025):
Eloc(dJ TL) =MNa- WTi ’ de

In contrast, if the task is offloaded to a fog server,
the total cost must include the transmission
latency for uploading the data, the processing
time at the server's CPU frequency f;, and the
delay in returning the results. The objective of a
latency-aware framework is to minimize a multi-

objective cost function:
C=a-E+p-L

where aand [fare weights reflecting the
application's sensitivity to energy consumption
versus execution speed (Rahman et al., 2024).

4. Algorithmic Orchestration for Resource
Allocation

The dynamic nature of IoT environments
characterized by fluctuating network bandwidth,
varying task arrival rates, and node mobility
renders traditional static scheduling algorithms
insufficient. Modern frameworks rely on
advanced optimization techniques and machine
learning to manage resource allocation in real-

time (Krishnan & Durairaj, 2024).

4.1. Deep Reinforcement Learning (DRL) in
Dynamic Environments

DRL has emerged as a cornerstone for intelligent
task offloading because of its ability to learn and
adapt to high-dimensional state spaces without
requiring a  pre-defined model of the
environment. Deep Q-Networks (DQN) are
frequently employed to balance latency and
energy consumption, demonstrating a 30% to
50% improvement over conventional approaches
in handling large-scale IoT tasks (Saif et al,
2026).

For more complex scenarios involving
continuous action spaces, such as power
allocation and trajectory planning for aerial edge
nodes, the Twin Delayed Deep Deterministic
Policy Gradient (TD3) algorithm is preferred
(Huo et al., 2026). TD3 mitigates the common
problem of Q-value overestimation in actor-critic
models by utilizing two critic networks and
delaying policy updates, ensuring more stable and
reliable performance in volatile vehicular
networks (Zhang et al., 2026).

4.2. Lyapunov Optimization and Hybrid
Frameworks

While DRL provides adaptability, it often lacks
theoretical guarantees for longterm system
stability and may exhibit slow convergence.
Lyapunov optimization theory addresses these
gaps by transforming longterm stochastic
optimization problems into a series of short-term
deterministic sub-problems (Zhao et al., 2024).
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This is achieved through the use of virtual queues
that track  constraint  violations  (energy
consumption or task delay bounds) over time (Xu
et al., 2025).

Hybrid frameworks, such as LyDROO and
LyA3C, integrate the strengths of Lyapunov
stability and DRL intelligence. In the LyDROO
framework, Lyapunov optimization ensures that
data and energy queues remain stable, while a
deep neural network learns the optimal
offloading decisions for each time slot (Bi et al.,
2021). These hybrid models have shown

remarkable results, such as reducing average

latency to 45ms compared to 120ms for standard
DQN models, while simultaneously maintaining
system stability under high-traffic conditions
(Feng et al., 2024).

4.3. BiolInspired Metaheuristics for Global
Optimization

Metaheuristic algorithms, which mimic biological
processes, remain highly relevant for solving NP-
hard resource allocation problems in complex
0T topologies (Dang et al., 2020).

Table 2. Bio-Inspired Metaheuristic Algorithms for Resource Allocation

Algorithm Biological Inspiration Optimized Parameter

Genetic Algorithm (GA) Natural selection/evolution | Deadline-constrained workflow
scheduling

Particle Swarm Optimization | Bird flocking/Collective | Computational latency and dropped

(PSO) behavior task ratio

Bee Colony Optimization | Foraging behavior of | Dynamic load balancing in multi-tier

(BCO) honeybees architectures

Firefly Algorithm (FA) Bioluminescent signaling Latency variability in realtime edge
environments

Whale Optimization | Humpback whale hunting Throughput and optimal fog resource

Algorithm (WOA) assignment

These algorithms are often combined with
machine learning (e.g., Naive Bayes or
Reinforcement Learning) to create hyper-heuristic
models that can predict task behavior and
optimize scheduling in two distinct stages:
predictive training and realtime execution

(Bajaher et al., 2025).

5. Sector-Specific Implementation of
Collaborative Frameworks

The utility of a latency-aware fog-edge-cloud
framework is best demonstrated through its
application in  high-stakes domains where
responsiveness is a matter of safety or life-critical
performance (Nabto, 2025).

5.1. Healthcare and the Internet of Medical
Things (IloMT)

Healthcare applications, such as real-time patient
monitoring and remote surgery, impose the most
stringent requirements on communication

frameworks, with latency targets as low as 1 ms
and reliability scores reaching 99. % (Javaid et al.,
2022). A collaborative IoMT framework typically
employs a  hierarchical  sensing-processing-
analytics pipeline (Awotunde et al., 2021).
Wearable or implantable medical sensors collect
physiological ~data, which is immediately
preprocessed at the edge to filter out non-critical
signals. Fog nodes then perform realtime
inference using models like Long Short-Term
Memory (LSTM) networks to detect life-
threatening anomalies such as atrial fibrillation
(Sivagami et al., 2024). The cloud layer provides
longterm  archival storage and supports
population-level diagnostics.

To address the energy constraints of medical
devices, frameworks like the energy-aware Ultra-
Reliable Low-Latency Communication (URLLC)
model prioritize healthcare traffic using an
"Urgency Score" (U_i) (Al-Tarawneh et al., 2024).

This score is often calculated based on the
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deviation of vital signs from normal physiological
ranges, ensuring that critical packets are
transmitted with the highest priority to meet
strict deadlines (Abidi et al., 2023). Additionally,
these frameworks utilize resource block allocation
and transmit power control to balance the trade-
off between energy consumption and
communication reliability (She et al., 2021).

This score is a function of the traffic class weight
(wi), the latency deadline, and the device's
remaining battery level (Bi(t)):

Ui = wi / (Bi(t) + epsilon)

where epsilon is a small constant to prevent
division by zero. This mechanism ensures that
critical ECG alerts are transmitted preferentially
when a device is low on power, while non-urgent
data like body temperature readings are

suppressed (MDPI, 2025).

5.2. Vehicular Edge Computing (VEC) and
Autonomous Systems

Autonomous vehicles are essentially mobile data
centers that must process vast streams of LIDAR,
camera, and radar data to make split-second
driving decisions. VEC leverages Roadside Units
(RSUs) as fog nodes to provide computational
offloading and local traffic awareness (Wang et
al., 2023). Because vehicles are in constant
motion, maintaining low latency requires
sophisticated handover and service migration
strategies (Zhang et al., 2025).

Predictive models like ST-ChebNet utilize Graph
Convolutional Networks (GCNs) enhanced with
Chebyshev polynomials to forecast
spatiotemporal workload variations across the
RSU network (Chen et al., 2024). This allows the
system to proactively migrate active service
containers from one fog node to another along
the vehicle's projected path, reducing the risk of
service interruption or latency spikes (MDPI,
2024). Simulations of these proactive frameworks

have demonstrated latency reductions of up to
67.5% and a 60% reduction in peak latency
spikes compared to reactive baseline models (Li et
al., 2025).

Additionally, these frameworks often integrate
Multi-agent Reinforcement Learning (MARL) to
optimize the trade-off between migration costs
and communication overhead during high-speed
mobility scenarios (Zhao et al., 2024).

5.3. Industrial IoT and Smart Manufacturing

In the "Smart Factory" or Industry 4.0 paradigm,
low latency is critical for the synchronization of
robotic systems and the maintenance of high-
precision manufacturing lines. Integrated
frameworks in this sector often use Software
Defined Networking (SDN) and Network
Function Virtualization (NFV) to create a
programmable compute substrate (Liu et al.,
2024). This allows the industrial grid to
dynamically allocate bandwidth for time-critical
data streams while simultaneously running
complex digital-thread models for noise
interference mitigation across the hierarchical

layers (Zhao et al., 2026).

6. Security, Privacy, and Trust in Decentralized
Environments

The decentralization of computational power,
while beneficial for latency, introduces profound
security and privacy challenges. The increased
attack surface of billions of edge and fog nodes
makes them vulnerable to sophisticated cyber
threats that were less prevalent in centralized
cloud models (Modern Ghana, 2025). The
distributed nature of fog and edge computing
significantly increases the attack surface of IoT
infrastructures. Figure 2 highlights the primary
security threats that may compromise the
integrity and  reliability of decentralized
computing environments.
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Figure 2: Security threats and attack surfaces in distributed fog-edge-cloud infrastructures.

6.1. Critical Security Threats in Fog and Edge
Layers

Unlike the cloud, which benefits from mature,
centralized security controls, fog and edge
environments are characterized by heterogeneous

hardware and diverse administrative policies,
making consistent security enforcement difficult

(ISACA, 2024).

Table 3. Primary Security Threats in Distributed Fog and Edge Layers

Threat Mechanism Impact on Framework
Forgery Identity spoofing Fake data injection and resource exhaustion
Tampering | Data alteration during wireless transit Compromise of real-time decision-making

Sybil Attack | Multiple fake identities from one node

Distorted reliability and load balancing scores

DoS/Spam

Flooding nodes with fake requests

Network congestion and battery depletion

6.2. Mitigation and Privacy-Preserving Strategies
To counter these threats, contemporary
frameworks integrate robust authentication and
encryption protocols. Edge nodes often employ a
hardware "root of trust" and secure boot
mechanisms to ensure that only authorized code
is executed (floLIVE, 2025). Furthermore,
distributed  authentication and end-to-end
encryption prevent unauthorized access and data
leakage as sensitive information traverses the
complex multi-tier network (Islam et al., 2025).

A significant trend in privacy preservation is the
move toward federated learning and split
inference. These paradigms allow Al models to be
trained or executed locally on edge devices, with
only model weights or ‘"embeddings"
(mathematical representations of data) being
shared with the fog or cloud (Liu et al., 2025).
This eliminates the need to transmit raw,
sensitive data, such as private medical records or
high-resolution  surveillance  footage, across
potentially insecure networks (Naltakyan, 2025).
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7. Performance Metrics and Benchmarking

The evaluation of a fogedgecloud framework
requires a multi-dimensional taxonomy of metrics
that capture both diagnostic accuracy and
network quality of experience (QoE) (Pati et al.,
2026).

7.1. Diagnostic and Algorithmic Metrics

For Al-enabled IoT applications, particularly in
healthcare, diagnostic performance is measured
through metrics such as accuracy, precision,
recall, and the Fl-score. Recent multi-disease Al-
IoMT models, like DACL and TasLA, have
achieved diagnostic accuracies of approximately
98.6% by utilizing metaheuristic optimization for
hyperparameter tuning (Zabihi et al., 2024).

7.2. Network and System QoS Metrics
System-level performance is evaluated through
eight primary Quality of Service (QoS) metrics:

1. Latency: The end-to-end delay from data
generation to result delivery.
2. Jitter: The variability in latency, which is

critical for smooth streaming in AR/VR and
industrial control.

3. Throughput: The volume of data
processed per unit of time.

4. Bandwidth Ultilization: The efficiency of
network link usage.

5. Processing Time: The duration required
for task execution on a specific node.

6. Energy Consumption: The power used
by battery-constrained terminal devices.

7. Deadline Violation Rate: The percentage

of tasks that fail to complete within their
required time frame.

8. Resource Utilization: The percentage of
CPU and memory used across the fog and cloud
tiers (Feng et al., 2024; Shao & Zhang, 2025).
Experimental evaluations using simulators like
iFogSim2 have shown that the integration of
dynamic load balancing and task prediction can
reduce latency by up to 33% and energy
consumption by 22% compared to traditional
First-Come-First-Serve (FCFS) or fixed scheduling
policies (Tian et al., 2025).

8. The Future of Collaborative Intelligence

As the IoT landscape evolves, the fog-edge-cloud
framework is expected to integrate emerging
technologies that will redefine the boundaries of
what is computationally possible at the network

edge (Boubaker et al., 2025).

8.1. 6G Networks and Ultra-Low Latency

Beyond-5G  (B5G) and 6G networks are
anticipated to be the primary enablers of future
real-time applications. 6G will provide the high
data rates and sub-millisecond latencies necessary
for  ubiquitous Al  and  ultra-reliable
communications (Fiveable, 2025). This transition
will foster the growth of "Edge Al" where
intelligence is not just offloaded but is
fundamentally distributed across the network

(DataM Intelligence, 2025).

8.2. Large Language Models (LLMs) and Small
Language Models (SLMs)

The next frontier of collaborative computing
involves the deployment of Large Language
Models (LLMs) in distributed environments.
Frameworks like "FlexSpec" and "LLM-SLM"
allow for a hierarchical split where lightweight
"small language models" run on edge devices for
immediate response, while the cloud handles
complex model updates and massive data
processing (Dang et al., 2020). This decoupling
eliminates the need for repeated model
downloads and edge-side retraining, significantly
reducing communication and maintenance costs

(Nabto, 2025).

8.3. Green Computing and Sustainability

The massive energy footprint of global IoT
networks has made energy efficiency a critical
research objective. Future frameworks are
focusing on "Green MEC" and sustainable
resource management, adapting to renewable
energy sources and utilizing serverless computing
(Function-as-a-Service) for more granular resource
utilization (Scale Computing, 2024). By executing
functions only when needed, serverless
architectures minimize the energy overhead
associated with idle nodes in the fog-edge-cloud
continuum (Islam et al., 2025).
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9. Conclusions

The latency-aware task offloading and resource
allocation  framework  for  fog-edge-cloud
collaborative computing represents a significant
advancement in addressing the stringent timing
requirements of modern realtime IoT
applications. By  proactively  distributing
computation across the multi-tier continuum
leveraging edge proximity for time-critical tasks,
fog for intermediate aggregation, and cloud for
heavy analytics the framework achieves
substantial reductions in end-to-end latency,
improved reliability under mobility and network
volatility, and efficient utilization of constrained
resources.  Predictive  and  learning-based
techniques (spatio-temporal GNNs, LSTM, DRL)
enable anticipatory decision-making, such as
preemptive service migration and dynamic
resource scaling, outperforming reactive or static
approaches in diverse scenarios including
vehicular networks, industrial automation, and
telemedicine. ~ While  challenges  remain
particularly in standardization, energy overhead
at resourcelimited edge nodes, security in
distributed environments, and interoperability
across heterogeneous platforms the demonstrated
performance gains underscore the framework’s
viability for supporting ultra-reliable low-latency
services in emerging 6G ecosystems. Future
enhancements should focus on federated
learning for privacy-preserving model training,
integration with network slicing, and real-world
deployment pilots to bridge the gap between
theoretical promise and operational reality.
Ultimately, this latency-centric orchestration
paradigm paves the way for resilient, responsive,
and truly distributed intelligent systems capable
of meeting the demands of next-generation loT-
driven societies.
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