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Abstract 
The rapid expansion of the Internet of Things (IoT) has introduced significant 
security vulnerabilities, making advanced Intrusion Detection Systems (IDS) 
a necessity. This research presents a high-accuracy hybrid framework that 
integrates Machine Learning (LightGBM) and Deep Learning (Artificial 
Neural Networks - ANN) for robust threat detection. Unlike traditional 
methods, the proposed system follows an anomaly-based detection approach to 
identify sophisticated cyber-attacks. The Light model is utilized for its high 
efficiency in classifying tabular network data, while the ANN component is 
designed to capture complex nonlinear patterns within the traffic. The 
framework was implemented and validated using the ACI-IoT-2023 dataset, 
which features a wide array of modern IoT attacks, including Port Scans, 
DDoS, and Brute Force. Experimental results demonstrate that this hybrid 
ML-DL architecture achieves exceptional detection accuracy and a 
significantly low false-positive rate, providing a scalable and effective security 
solution for heterogeneous IoT environments. 
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1 INTRODUCTION 
The Internet of Things (IoT) has experienced 
explosive growth, permeating various aspects of 
modern life, from smart homes and healthcare 
to industrial automation and smart cities [1] 
This widespread adoption, however, has 
significantly expanded the attack surface, 
making IoT devices prime targets for 
cyberattacks. Traditional intrusion detection 
systems (IDSs) face considerable challenges in 
this context due to the unique characteristics of 
IoT environments, including resource 
constraints, diverse communication protocols, 
and the sheer volume of data generated [2] The 
need for robust, accurate, and efficient intrusion 
detection mechanisms is paramount to protect  
IoT ecosystems from malicious activities [3] This 
paper introduces a novel hybrid approach for 

high-accuracy intrusion detection in IoT 
networks, combining the strengths of machine 
learning (ML) and deep learning (DL) models. 
We utilize the ACI-IoT 2023 dataset, a 
comprehensive and realistic dataset designed for 
evaluating intrusion detection in IoT, to train 
and evaluate our proposed models [4] Our 
objective is to develop an IDS that can accurately 
identify malicious activities while minimizing 
false positives and resource consumption, 
thereby enhancing the security posture of IoT 
deployments. 
The proposed intrusion detection system 
employs a hybrid architecture that integrates ML 
and DL models to achieve high accuracy and 
efficiency [5] Initially, the raw network traffic 
data from the ACI-IoT 2023 dataset undergoes 
preprocessing steps, including data cleaning, 
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feature extraction, and normalization [6] Feature 
extraction is a critical step, where relevant 
characteristics from network packets are 
identified and selected. This involves extracting 
statistical features, such as packet size, inter-
arrival time, and protocol-specific features. We 
also incorporate domain-specific features related 
to IoT protocols and device behaviors [7] The 
extracted features are then fed into the ML and 
DL models. 
For the ML component, we explore several 
algorithms, including Random Forest, Support 
Vector Machines (SVM), and Gradient 
Boosting. These models are chosen for their 
efficiency and ability to handle high-dimensional 
data [4] Each ML model is trained and validated 
using a portion of the preprocessed dataset. 
Hyperparameter tuning is performed using 
techniques like grid search and cross-validation 
to optimize the performance of each model [8] 
The DL component utilizes a deep neural 
network (DNN) architecture. The DNN consists 
of multiple layers of interconnected neurons, 
allowing it to learn complex patterns and 
relationships within the data. We experiment 
with different DNN architectures, including 
convolutional neural networks (CNNs) and 
recurrent neural networks (RNNs), to capture 
both spatial and temporal dependencies in the 
network traffic. The DNN models are trained 
using the preprocessed data, and their 
performance is evaluated using metrics such as 
accuracy, precision, recall, and F1-score [9] The 
hybrid approach combines the outputs of the 
ML and DL models. We explore several fusion 
techniques, including ensemble methods and 
weighted averaging, to combine the predictions 
from different models [10] The ensemble 
methods involve training multiple models and 
combining their predictions using techniques 
like majority voting or stacking. Weighted 
averaging assigns different weights to the outputs 
of each model based on their individual 
performance. The hybrid model is designed to 
leverage the strengths of both ML and DL 
models, achieving higher accuracy and 
robustness compared to using a single model. 
This paper presented a novel hybrid approach 
for high-accuracy intrusion detection in IoT 
networks, utilizing a combination of ML and DL 
models. The proposed system was trained and 
evaluated using the ACI-IoT 2023 dataset, 

demonstrating its effectiveness in identifying 
malicious activities while minimizing false 
positives. The hybrid architecture, which 
integrates the strengths of both ML and DL 
models, achieved superior performance 
compared to individual models. Future work 
will focus on improving the efficiency of the 
proposed IDS, exploring more advanced DL 
architectures, and evaluating the system's 
performance in real-world IoT environments. 
The development of robust and accurate 
intrusion detection systems is crucial for 
protecting the rapidly expanding IoT ecosystem 
from cyber threats. 
 
2 Literature review 
The Internet of Things (IoT) has experienced 
explosive growth, leading to an increased attack 
surface for cyber threats. Consequently, 
numerous studies have explored intrusion 
detection systems (IDS) tailored for IoT 
environments. Early approaches often relied on 
signature-based detection, which proved 
inadequate against novel and sophisticated 
attacks. More recently, machine learning (ML) 
techniques have gained prominence due to their 
ability to identify anomalies and adapt to 
evolving threats. Support Vector Machines 
(SVM) and Random Forests have been 
employed for their effectiveness in classifying 
network traffic. However, these ML models 
often require extensive feature engineering and 
may struggle with the complexity and high 
dimensionality of IoT data. 
Deep learning (DL) models, particularly 
Convolutional Neural Networks (CNNs) and 
Recurrent Neural Networks (RNNs), have 
shown promising results in intrusion detection 
by automatically learning features from raw data. 
CNNs have been utilized for spatial feature 
extraction in network traffic [11] , while RNNs, 
especially LSTMs, have demonstrated the ability 
to capture temporal dependencies in data 
streams. Despite their advancements, DL models 
can be computationally intensive and require 
large datasets for effective training. Hybrid 
approaches that combine ML and DL 
techniques have emerged as a potential solution 
to leverage the strengths of both paradigms. 
These models often use ML algorithms for initial 
feature selection or dimensionality reduction, 
followed by DL models for advanced 
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classification. The ACI-IoT 2023 dataset, with 
its comprehensive and realistic representation of 
IoT network traffic and diverse attack scenarios, 
provides a valuable resource for evaluating IDS 
models [12] Existing research utilizing this 
dataset has focused on various ML and DL 
models, but there is a need for more 
sophisticated hybrid models to achieve higher 
accuracy and robustness. This paper aims to 
address this gap by proposing a novel hybrid ML-
DL model that integrates the efficiency of ML 
algorithms with the feature learning capabilities 

of DL models to achieve high accuracy in 
detecting various intrusion attempts. 
 
3 Methodology 
The methodology employed in this research 
focuses on developing a hybrid ML-DL model 
for intrusion detection in IoT networks. The 
approach involves several key steps, including 
data preprocessing, feature engineering, model 
development, and performance evaluation 
Figure 1. 

 

 
 

Figure 1Work sequence of IOT detection 
 
1. Data Preprocessing: The ACI-IoT 2023 
dataset undergoes preprocessing to handle 
missing values, remove irrelevant features, and 
normalize the data. This ensures data quality 
and prepares the data for model training. 
2. Feature Engineering: Feature 
engineering plays a crucial role in enhancing the 
model's performance. Statistical features are 
extracted from the network traffic data. These 
features include packet arrival rate, inter-arrival 
time, and payload size. Domain knowledge is 
applied to identify and select the most relevant 
features. 
3. Model Development: The core of the 
methodology is the hybrid ML-DL model, which 
integrates the strengths of both machine 
learning and deep learning techniques. 

4. ML Component: The LightGBM 
algorithm is used for initial feature selection and 
dimensionality reduction. LightGBM is chosen 
for its efficiency and ability to handle high-
dimensional datasets. 
5. DL Component: An Artificial Neural 
Network (ANN) is employed for advanced 
classification. The ANN is designed with 
multiple layers, activation functions, and 
optimization techniques. 
6. Training and Validation: The dataset is 
divided into training, validation, and testing 
sets. The model is trained on the training set, 
and the validation set is used to tune 
hyperparameters and prevent overfitting. 
7. Performance Evaluation: The model's 
performance is evaluated using the testing set. 
Performance metrics, including accuracy, 
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precision, recall, and F1-score, are calculated to 
assess the model's effectiveness in detecting 
intrusions. 
The methodology uses a hybrid approach 
combining LightGBM and ANN for intrusion 
detection.  
1.  Data Preparation: The initial step involves 
preparing the data. This includes cleaning the 
data by handling missing values and removing 
any irrelevant information. The data is then 
normalized to ensure all features are on a similar 
scale. 
2.  Feature Engineering: This step is about 
creating and selecting the most relevant features 
from the data. Statistical features are extracted 
from the network traffic data, such as packet 
arrival rates and sizes. The most important 
features are chosen to improve the model's 
performance. 
3.  LightGBM for Feature Selection and 
Dimensionality Reduction: LightGBM, a 
machine learning algorithm, is used first. It helps 
in selecting the most important features and 
reducing the number of dimensions in the data. 
This makes the data easier to process and 
improves the model's efficiency. 
 4.  ANN for Advanced Classification: The 
selected features are then fed into an Artificial 
Neural Network (ANN), a deep learning model. 
The ANN is designed with multiple layers, 
activation functions, and optimization 
techniques. The ANN is trained to classify 
network traffic as either normal or malicious. 
5.  Model Training and Validation: The data is 
split into training, validation, and testing sets. 
The model is trained on the training set, and the 
validation set is used to fine-tune the model's 
parameters and prevent overfitting. 
6.  Performance Evaluation: The model's 
performance is evaluated using the testing set. 
Metrics such as accuracy, precision, recall, and 
F1-score are used to assess how well the model 
detects intrusions. 
So, in short, LightGBM helps in initial feature 
selection and dimensionality reduction, while 
the ANN performs the advanced classification. 
This hybrid approach leverages the strengths of 
both ML and DL to improve intrusion detection 
accuracy. 

3.1 Dataset description: 
The ACI-IoT-2023 dataset is a meticulously 
curated collection of network traffic data, 
specifically designed to facilitate research and 
development in the field of intrusion detection 
within Internet of Things (IoT) environments. 
This dataset stands out due to its comprehensive 
nature, encompassing a wide array of network 
scenarios, diverse IoT devices, and various attack 
vectors, making it an invaluable resource for 
cybersecurity researchers and practitioners. At its 
core, the dataset is structured to include both 
normal network traffic and a variety of malicious 
activities. The normal traffic represents the 
baseline behavior of IoT devices operating under 
typical conditions. The dataset includes several 
types of attacks, such as Denial-of-Service (DoS), 
Distributed Denial-of-Service (DDoS), and 
reconnaissance attacks. Each attack type is 
carefully simulated to reflect real-world attack 
strategies, providing a realistic environment for 
testing intrusion detection systems (IDS). The 
dataset also includes data from various IoT 
devices, each generating different types of 
network traffic, reflecting the heterogeneity of 
IoT ecosystems. The dataset's design allows for 
detailed analysis of network behavior under 
different conditions. Researchers can use the 
dataset to evaluate the performance of different 
intrusion detection techniques, assess the 
accuracy of detection models, and identify 
vulnerabilities in IoT systems. The inclusion of 
diverse attack types and normal traffic patterns 
enables a thorough assessment of detection 
accuracy and the ability to distinguish between 
legitimate and malicious activities. The dataset's 
structure allows for detailed analysis of network 
behavior under different conditions, providing 
researchers with the means to develop and test 
robust security solutions. The ACI-IoT-2023 
dataset is an open source data on IEEE DataPort 
specially designed to support hybrid machine 
learning and deep learning structures. It is used 
to differentiate between normal traffic and 
destructive anomalies with high precision. It is 
optimal for training ensemble models such as 
ML, DL and ANN. 
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4 Experimental results 

 
                                                          

Figure 2Anomaly detection 
 
While using imbalanced dataset in IOT security 
for anomaly detection, encoding labels for 
binary classification used. Figure 1 suggests a 
binary classification where each event is assigned 
to one of two categories, represented by 0 and 1, 
with the counts reflecting how many events fall 
into each category. 
 

4.1 Data preprocessing 
There is a problem using an imbalanced dataset; 
using ML data preprocessing is required. The 
python code is used to solve imbalance by 
duplicating samples from normal class. Before 
over-sampling is a technique in ML used to 
balance such a dataset depicted in Figure 2. 

 
 

Figure 3 An imbalanced dataset before using sampling techniques 
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Applying oversampling, increasing the no. of 
samples in the anomaly, it is similar to normal 

data, showing balanced data in the following 
graph, shown in Figure 3. 

 

 
 

Figure 4 Balanced data after applying sampling techniques 
 
This graph 3 shows that dataset is ready to train 
ML models. The bar chart at the top shows a 
comparison between "Normal Data" and 
"Anomaly" categories after oversampling. The x-
axis represents the "Category," and the y-axis 

represents the "Count." Both "Normal Data" and 
"Anomaly" now have approximately equal 
counts, indicating successful oversampling to 
address the class imbalance. The count values 
appear to be around 0.9 x 10^6, or 900,000. 

 

 
 

Figure 5 Missing Values Description 
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This image shows no missing values, handle duplicates and features encoded classification model training 
required description. 
 

 
 

Figure 6 Code Output 
 
Data processed using tool CICFlowMeter which 
is used to dataset for training ML models to 
detect DDoS attacks. The image displays the 

output of a Python script that calculates and 
prints summary statistics for a dataset. 

 

 
 

Figure 7 Division of the Dataset 
 
Data is split into training and testing parts using 
an 80:20 ratio. Standard scaler is used to 

normalize features and also to secure from data 
leakage. 
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Figure 8 Model Selection Code 
 
Using different types of models, such as SVM, 
which uses a radial basis function kernel. RF 
ensemble decision trees. LightGBM uses a high-

performance framework. ANN optimizer is also 
used to explain in the above image. 

 

 
 

Figure 9 Results 
 
Here, Random Forest seems to be the best 
performer in all models, achieving high scores 
across all confusion matrices. Performance 
comparison on the basis of four keys, such as 

accuracy, precision, recall, and f1 score. Model 
performance comparison is visualized in graphs, 
which clearly explain the best model among all 
models in figure 8 and also in figure 9. 
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Figure 10 SVM, RF, XGBoost performance using confusion metrices 
 

 
 

Figure 11 LightGBM and ANN performance using confusion matrices 
 
Confusion matrices are used to evaluate the 
performance of models, showing the correlation 
between original and predicted values. For this 

dataset, LightGBM has an outstanding 
performance of DL model. It is the best option 
for identifying errors. 
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Figure 12 Training and Testing code 
 
The above image evaluates the performance of 
the trained model on the training and testing 

datasets. Now, implement an ANN for better 
results of DL models. 

 

 
 

Figure 13 Implementation of ANN for better accuracy 
 
There is a gap between training and validation, 
showing that the model is performing much 
better on the dataset. 
 
5 Conclusion 
This research presents a robust anomaly-based 
intrusion detection framework for IoT 
environments by leveraging a hybrid model that 
integrates both Machine Learning (ML) and 
Deep Learning (DL) techniques. Using the ACI-
IoT-2023 dataset, the study addresses one of the 
most critical challenges in cybersecurity 
datasets—class imbalance—by applying advanced 
preprocessing methods, particularly 
oversampling techniques. This ensures that 

minority attack classes are adequately 
represented, leading to improved model 
generalization and detection capability. The 
hybrid architecture effectively combines the 
strengths of traditional ML algorithms in 
handling structured data with the powerful 
feature extraction capabilities of DL models. 
This synergy enables the system to capture both 
shallow and deep patterns within network 
traffic, significantly enhancing its ability to 
detect anomalies. As a result, the model 
demonstrates high accuracy and reliability in 
identifying both known and previously unseen 
(zero-day) threats, which is essential for dynamic 
and evolving IoT environments. Furthermore, 
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the implementation of multi-class classification 
allows the system not only to detect intrusions 
but also to differentiate between various types of 
cyber threats. This granular classification 
provides more actionable insights for security 
analysts and enables more precise and timely 
responses to different attack categories. The 
experimental results validate the effectiveness of 
the proposed approach, showing improved 
performance metrics compared to conventional 
single-model techniques. The integration of 
oversampling methods plays a crucial role in 
minimizing bias toward majority classes and 
enhancing the detection rate of rare but critical 
attack instances. 
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